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Digital citizenship refers to the responsible use of technology by anyone who uses computers, the
Internet, and digital devices to engage with society on any level. Digital Citizenship is more than just a
teaching tool, it is a way to prepare students/technology users for a society full of technology. As
the rate of technological advancement continues to increase, the world as a whole is becoming more
dependent on the Internet for day-to-day activities. That can mean checking a bank account,
purchasing a product, or simply keeping in touch with a friend. Too often we are seeing students as
well as adults misusing and abusing technology but not sure what to do. The issue is more than what
the users do not know but what is considered appropriate technology usage.



Digital citizenship applies to “those who use the Internet regularly and effectively,”

As a result, there’s a major difference between good digital citizenship and bad digital citizenship.

= *Good digital citizenship engages young =
Estudents and shows them how to connect with *
= one another, empathize with each other, and -
= create lasting relationships through digital tools. E

E *Bad digital citizenship, on the other hand, entails

= cyberbullying, irresponsible social media usage, and a
= general lack of knowledge about how to safely use the
E Internet.
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Protect private
information for
themselves and others

Stay safe online

Balance the time they
spend online and using
media
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Carefully manage

their Digital
Footprint
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Respect
themselves and
others

Stand up to
Cyberbullying when
they see it happening

Respect copyright
and intellectual
property




As a baseline there are nine essential elements of digital citizenship that every student should know.
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Digital law B

Digital law is set of rules that applies to us onilne.lt also sets boundaris to what we can
* How do you break Digital Law?
Types of violations:
°lllegal File Sharing *Hacking
°Pirating Software » Stealing someones identity

*Creating Viruses *Copyright infringement



lllegal File Sharing

*The sharing of files between people using computers connected to
the internet. The term covers both the making available of the file
(uploading), for instance on a file sharing service such as the
YouTube to MP3 Website, and the downloading of that file from the

internet to a computer.

Pirating software

*Software piracy is the act of stealing software that is legally protected. This
stealing includes copying, distributing, modifying or selling the software.
Copyright laws were originally put into place so that the people who develop
software (programmers, writers, graphic artists, etc.) would get the proper credit
and compensation for their work. When software piracy occurs, compensation is
stolen from these copyright holders.




Hacking

*Unauthorized use of computer and network resources
*Hacking is the act of modifying computer hardware or
software,in order to cause damage to sensitive data or
simply steal confidental information

*Hackers often target home and office computers that are
connected to the internet




Stealing someones identity

When someone pretends to be someone else in
order to access their personal information such
as social security number, credit card, etc. in

order to obtain resources or benefits.

Copyright infringement

Copyright infringement is the use or production of copyright-protected material
without the permission of the copyright holder. Copyright infringement means
that the rights afforded to the copyright holder, such as the exclusive use of a
work for a set period of time, are being breached by a third party. Music and
movies are two of the most well known forms of entertainment that suffer from
significant amounts of copyright infringement. Infringement cases may lead

to contingent liabilities.



If you violate digital laws

*Many people get
kicked off of web
sites because they
are caught by the
“Cyber Police”.

*If you are caught committing those crimes , depending on how
bad the crime is, you may face some jail time



